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Abstract:

in block cipher, which provides a good confusion for cryptographic algorithms. Both S-boxes in traditional block ciphers

Block cipher is an important part of modern cryptography, and S-box is an essential nonlinear component

and S-boxes in lightweight block ciphers are vulnerable to fault injection attacks. In this paper, we design some S-boxes
that can detect two-byte errors and correct one-byte error based on cellular automata with linear or nonlinear neighborhood
functions to resist fault injection attacks. Compared with the S-boxes in Advanced Encryption Standard (AES), although
the cryptographic performance has decreased, they can resist fault injection attacks. In addition, this paper considers the se-
curity index of boomerang uniformity, which is used to measure the ability of S-box to resist boomerang attacks.

Key words: S-box; cellular automata; fault injection attacks; block cipher

Foundation Item(s): National Natural Science Foundation of China (N0.62201612)

1 5%

16 1997 4E R 23 |, Boneh 28 AV B AR T 48R
HEATCH B REE , B FEAS R A BN =48 A E
SEUNBE R A RS R, IRl R g R T4y
Bro A %8 . PG R R TR %S,
R S I A is A TR R A R IE TAE. 78
et M1 A B 1 AT 43 R 7K A i I B A i . K
TR T BN B TR A L P T 0 3 A e S i
TRIVEE R . XA RIS AN AT 1, O HL R T X
i A IR, X PR TRAR 25 2 B R B i B A 1R
ST EONE R SRR AR E AR . BRTEA
15 1E G IR AR IR R . XSRS
P A T R T LA R A AR R T AT R 2

WA B 11 :2022-09-30; 1[5 H 11 : 2023-05-21 ; BiAF il . 25 B 4%

VE &}

N T ARPUER R TE AT, BN BT R B B
T R 4 A R TR T R DR P A
TraC. DA TN AR AE AR G0 R I B AR I AR
GERE AP R B0 S, B0 R D0 T S
ARBOZE Y] . R TG 2 —E R AT 1=
T RGERIAFAEITEY R DU A IR 5 B s Lk T . AR
SRR R W PR 1% S0 ) 2 I ARG &%, 1l
Tl 5 JC iR i A SOR I H 8 B o SR B
R W 5, BEAT R 7 52 . 28 BRR, 6
TR TR AG I A A R SR, AR il By G
TE W SCHARBUE G, AN 2% JE A IERT R . S &2 7
A AT AR AR LR R R E T IS



o112 M

BEHE RS R T AT 1Y S & A 3423

AT . AR S &I b bR TSR EL
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AR T SCHR (19 R i S &L BbAh AR SO Rk it S &
W Il T B fe AT AT

2 ThREBHI
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B, — Bk, TORR CA FUZ S MES , ASRER 58
BRI . FEASSCH AN E A BR CA IS =S,=0.

TR — AR o KR AL — N A 2K XOR #44E , TIR
LB RBERR LRI, ] L] 60,90 ,102 . 150 4545
ST LRI 5 a0 SR — A~ HE 00 oR Bt B AND B OR #4E ,
A2 T W RR Ry AR LRI f5) 20 KA D) 30 TR I 210 #4F
S AR PR BN 5 G SR T A O I A A [R] B4 R )
CAFR NI CA, B, B A AES 28R & CA; —
A BT AT TG 0 47 £k 1k 0 DU Y CA BB R £k 1k CA
(LCA) 5 5 JH v 5k 2 e a1 =l 28 P 00 119 C A
JAEZE M CA(NLCA). CA XT R A RLMFR ki CA AL 0]
) a . AR SR i A 0 M A PR S e J R 4 311 30,90,
150,86, AR HEI 30 .90,150.86 [ F2 k=43 FANF

B 30:¢,=5,_,@S,®S,,,®(S,-S,.,)

FL) 90:¢,=S5,_,®S,,,

(ZIXIZX




3424 H, T

EE 2023 4

AL 150:¢,=S,_,©S,®S,,,

BN 86:4,=S,_ ,®S®S,, ®(S,_,-S,)

W b A BN AR AR 4 2 i ok 2w . il
ELA FIL (90,90, 90, 150, 150) (49 5 TG CA HIHSAE
MM, RoR R

01 000
1 01 00
T=(0 1 0 1 0 (2)
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1 EITWSEQ)
S-Box FH) ] AN E ST B EL AR5
S-Box!1 (150, 90, 150, 30, 86, 150, 90,30) 13, 4] TRUE 7 NO
S-Box2 (90, 150, 90, 90, 150, 90, 150,30) [5] TRUE 7 NO
S-Box3 (90, 90, 150, 150, 150, 90, 150, 30) [4] TRUE 7 NO
S-Box4 (90, 150, 90, 90, 150, 150, 150, 30) [2,3] TRUE 7 NO
S-Box5 (86, 90, 150, 90, 150, 150, 150, 30) [2,5] TRUE 7 NO
S-Box6 (86, 150, 30, 90, 30, 86, 150, 30) [2,3] TRUE 7 NO
S-Box7 (90, 150, 150, 150, 90, 86, 150, 30) 3, 4] TRUE 7 NO
S-Box8 (90, 30, 150, 90, 90, 150, 30, 30) [2,5] TRUE 7 NO
S-Box9 (90, 150, 90, 150, 90, 30, 90, 30) [4] TRUE 7 NO
S-Box10 (86, 90, 150, 30, 90, 90, 90, 30) [4] TRUE 7 NO
S-Box11 (86, 90, 150, 90, 90, 150, 90, 30) 3, 4] TRUE 7 NO
S-Box12 (90, 90, 90, 90, 150, 150, 90, 30) [5] TRUE 7 NO
S-Box13 (150, 90, 86, 90, 86, 150, 90, 30) [2,5] TRUE 7 NO
S-Box14 (86, 150, 90, 150, 90, 150, 150, 30) [3] TRUE 7 NO
S-Box15 (90, 90, 150, 86, 90, 86, 150, 30) [5] TRUE 7 NO
S-Box16 (90, 150, 90, 90, 90, 30, 90, 90) [4] TRUE 7 NO
S-Box17 (86, 90, 150, 150, 90, 30, 90, 90) [2,5] TRUE 7 NO
S-Box18 (86, 86, 150, 150, 90, 90, 90, 90) [4] TRUE 7 NO
S-Box19 (90, 90, 90, 30, 150, 90, 90, 90) [5] TRUE 7 NO
S-Box20 (90, 30, 86, 90, 86, 90, 90, 90) [2,5] TRUE 7 NO
®2 BHWSEQ) 4.2 FESEMIZIT
S-Box i A | 2| PSR CAC IR F LB T AR PR R AR, 0 S & n]
PR S| BRI PAIFTF 3 S & rh i A el A shdLiE T i) . i—
S-Box1 TRUE %8 14 22 %6 NS EREIANZ=S"®C, X CH5EITS &L
S-Box2 TRUE %8 10 20 96 AL IR A TR CHAE] . 30 S & BT TG LA R 2B BR
S-Box3 TRUE 98 10 20 112 fvzi}% 1 Tl‘%: Z(-BCEI’J{E ,25%%7 N
S-Box4 TRUE 98 10 30 104 T2 BT S & B shPLrR A
S-Box5 TRUE 98 12 20 96 TCHT R ¢, TR PR G NI (¢ S S S TR T A
S-Box6 TRUE %8 12 20 %6 H s LIRS o R 80 . 2 — Ak g JE I 5, 5=
S-Box7 TRUE 98 10 18 96 67(S7).
S-Box8 TRUE %6 10 18 88 FTR3 KR 2EEEAES K, BiREMH 2 S0, 8=
S-Box9 TRUE 96 12 18 88 ¢—1 ( . _¢—1 (¢—1 (S7 )))
S-Box10 TRUE 96 12 18 88 N
ox SBA WSEATEII S = (500510520 53542 555657 )
S-Box11 TRUE 96 10 18 88
S-Box12 | TRUE 96 12 18 88 5 SEREMFNRIIE
S-Box13 TRUE 96 12 18 88 N e 1 o
o X AES B9 EE R AT R H B A BT
S-Box14 TRUE 96 12 18 88 . s . P .
= R BIVATE O A BT A IR B 2 SORARAS B . I, X
S-Box15 TRUE 96 12 18 88 N . .
o SR G S T ARG I R 1R R M I B A
S-Box16 TRUE 96 10 18 88 . . s NP .
o e BB A 1R B A AE AES I Bk 0 T B2 2
S-Box17 TRUE 96 10 18 88 — e 2 e
o NLCA iz17 8 NI Bh & , 4 SE B 1 B e (LS n e & &
S-Box18 TRUE 96 12 18 88 . I Y 7 Jgp
o AR FERESE A R NLCA K 3 AR B R — 49tk
S-Box19 TRUE 96 10 18 88 Ly — . T e
o AL IR =AM T W AR B NLCA IR SR 2
S-Box2 TRUE 12 1 SN g
o® | Pl % | ® ML R B AT RRAE TUAR AT R ST LAt
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AN R A R I e T S0 A ] — B T A R 3
Ao B P O A PR e Y, AT LG ) A e A
RO R AR AR T IE B 09 T RAE 45 C AR,

IF RS F R L E S T =D CARE . Bk
N A CAARZS A R A 871 . B I i 3

8-byte input

AT R FIAL (EBRAE , PR A2 AT 8 A B S S &
i L1 T BT R TR R A T R R T AR I 1
TSR AL AN 2 TR . (Ao A, - A,) R 8 T AT
B RSB REUCN ¢(4,)=T(4,)®Fy, (4,),0<i<
7.

8-byte input
Ao Ay

\LHO—I NLCA7 —l
A By —|  Checkbytes
. | Bo— Ru B, —| R Generator (CBG-1)
T 8-bit 8-bit ’
Reg ¢ Reg I By —
[
AL~
lDﬂ ...... Dy
Check-bytes
Generator (CBG-2)
cl—
B =
0 c
Error byte E; Si| & S
Error
Corrector Error location j Error
l l Detector
B §
B} B |
c aB """" c Run for 8 clock cycles

8-byte output

& 2

M 86 7 W A2 8% CBG-1 4 L = SR B
C,,C,,Cy, WA 3 i . C, 1t XOR Fr 5 fig A 7745 3K

R TR A I RIS TE B 2R A L1

C,=T(A4,94,04,04,04,04,04,04,)

A,®T
1,985 CA-1 B EEHIF BT — A ), SC I Re T 4,8T
X Cy, CA-2 8 H A A AW F T, 247 8 AN JA 1 . 4, A4,0T
. . C,=T| A,®T| 4,®T 4
E‘Ji‘fﬂu}\ﬂ@j}?‘j‘jAmAm»Ao er‘ﬂ: C3,CA'3 ﬂl’fjiiFHA7,ﬁz AS@T
HRNURFF AR & A,,A4,, - A, FEIBTT TN JE (A or(4 ))
L - ., 6 7

WG, CA-4 %k 4, A1 CA-3 &5 3, s T —A R, 15
#)50(17). =T(4,)®T*(4,)®T(4,)®T*(4,)OT°(4,)

Ay 4 4 B 4 B @T6(A5)@T7(A6)@T8(A7) (17)

L] L] CA A,®T?

e ca 4,07
-
Run for \j‘ 1 Run for C3:T AO@TZ AI@T2 A4@T2
CA-1 8 cycles _bi | 7cycles
Run for ;7”@"73 ’ Sg | ’ AS@TZ
leyele | L s <A6@T2(A7))
CA-4
Run for o
teve || =T(4,)®T(4,)®T°(4,)®T(4,)dT°(4,)

[]

DR AGHIN RIS 1T ) A L 14

OT"(A45)®T"(4,)®T"(4,)
W B'= (B}, B!, By)} 84 NLCA Hy%i 75 (7]
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BEE T FE IR TN ) JE=(E E\, -+ E,) AN B RS R T2 ABIRAESS N i — iR, WA K (18).
TR A iE%EM@ﬁ?”ﬁmB,—B;@E,.,Bi_ s ) )
(By, B, B,), Il B/I=T(4,)®F\ (4,),0<i<7,H B= | - ‘ '
T(4,)®Fy, (4,)9F.. . cas

HARA =AM 775 C|,C), CLHOR AR B 775 A il 4% ® )
‘ Cn . . P
CBG-2 A= i, W1l 4 7% ) AR D, = BI®F,, (A4,),0<i< - |_' o ]
N ZH 7 cycles 1 8-bit 7 cycles -bit
7R ;| .[eg
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